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METHODS AND APPARATUS RELATED TO A
DISTRIBUTED SWITCH FABRIC

This application is a continuation application of U.S.
patent application Ser. No. 12/607,162, filed Oct. 28, 2009
and entitled “Methods and Apparatus Related to a Distributed
Switch Fabric, the disclosure of which is hereby incorporated
by reference in its entirety.

BACKGROUND

Embodiments described herein relate generally to switch
fabrics and more particularly, to sending data through switch
fabrics (e.g., Clos networks).

Known switch fabrics can be multi-stage networks that
provide connections between multiple input ports and mul-
tiple output ports. Thus, through a switch fabric, a first periph-
eral device operatively coupled to the switch fabric can send
data to a second peripheral device operatively coupled to the
switch fabric.

A three-stage Clos network, for example, has a middle
stage connected between an input stage and an output stage.
Each stage includes multiple modules. Each input stage mod-
ule has multiple input ports and is operatively coupled to each
middle stage module. Similarly, each output stage module has
multiple output ports and is connected to each middle stage
module.

As the data traverses the switch fabric, each stage deter-
mines to which subsequent stage to send the data. To make
these decisions, a header (e.g., a packet header) can be used.
Each stage of known Ethernet switch fabrics, for example,
perform layer 2/layer 3 (1.2/L.3) packet forwarding, lookup
and classification. In some known switch fabrics including
more than a single stage, such forwarding, lookup and clas-
sification functions can significantly increase the end-to-end
latency of the switch fabric. Further, adding additional
peripheral devices and/or stages to the switch fabric can sig-
nificantly increase the end-to-end latency of the switch fabric.

Additionally, known Ethernet switch fabrics often do not
ensure that data packets sent from a first peripheral device to
a second peripheral device traverse the switch fabric using the
same path. Accordingly, packet order is not preserved at the
output of the switch fabric and the second peripheral device
reorders the data packets, causing further latency and increas-
ing buffering requirements.

Thus, a need exists for a switch fabric that has a relatively
low end-to-end latency when compared with known switch
fabrics. Additionally, a need exists for a switch fabric that
preserves packet ordering.

SUMMARY

A method of sending data to a switch fabric includes
assigning a destination port of an output module to a data
packet based on at least one field in a first header of the data
packet. A module associated with a first stage of the switch
fabric is selected based on at least one field in the first header.
A second header is appended to the data packet. The second
header includes an identifier associated with the destination
port of the output module. The data packet is sent to the
module associated with the first stage. The module associated
with the first stage is configured to send the data packet to a
module associated with a second stage of the switch fabric
based on the second header.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a schematic illustration of a switch fabric system,
according to an embodiment.
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FIG. 2 is schematic illustration of a switch fabric system,
according to another embodiment.

FIG. 3 is a schematic illustration of a chassis within a
switch fabric system, according to another embodiment.

FIGS. 4 and 5 are schematic illustrations of data packets,
according to another embodiment.

FIG. 6 is a schematic illustration of a switch fabric system,
according to another embodiment.

FIG. 7 is flow chart illustrating a method of sending a data
packet through a switch fabric, according to another embodi-
ment.

DETAILED DESCRIPTION

In some embodiments, a method of sending data to a switch
fabric includes assigning a destination port of an output mod-
ule (e.g., an edge device) to a data packet (or a data cell) based
on at least one field in a first header of the data packet (or data
cell). A module associated with a first stage of the switch
fabric is selected based on at least one field in the first header.
A second header is appended to the data packet (or data cell).
The second header includes an identifier associated with the
destination port of the output module. The data packet (or data
cell) is sent to the module associated with the first stage. The
module associated with the first stage is configured to send the
data packet (or data cell) to a module associated with a second
stage of the switch fabric based on the second header.

In some embodiments, the first header includes a destina-
tion Media Access Control (MAC) address, a destination
internet protocol (IP) address, a source MAC address, a
source 1P address and/or a transfer protocol. A portion of the
data in the first header can be used as an input to a hash
function. The output of the hash function can identify which
module associated with the first stage is selected.

In some embodiments, the second header includes a desti-
nation identifier, such as, for example, an identifier of a des-
tination edge device, an identifier of a destination port on a
destination edge device, and/or the like. Before entering the
switch fabric, the destination identifier can be determined
using the data in the first header and a lookup table, which can
associate the destination MAC address and/or the destination
IP address of a destination peripheral device with a destina-
tion port to which the destination peripheral device is
coupled.

After the second header is appended to the data packet and
the data packet is sent into the switch fabric, the modules
associated with the switch fabric can use the destination iden-
tifier as an input to a hash function to determine to which
module associated with the next stage of the switch fabric to
send the data packet. Accordingly, the modules within the
switch fabric need not use a lookup table to associate the
destination MAC address and/or the destination IP address of
the destination peripheral device with the destination port to
which the destination peripheral device is coupled because
the second header contains the result of such an association.
Accordingly, the modules within the switch fabric take less
time to route the data packet using the second header, than
switch fabrics where the first header alone is used for routing
within the switch fabric.

Additionally, in some embodiments, using the destination
identifier to route the data packet through the switch fabric
ensures that data packets sent from a same source peripheral
device to the same destination peripheral device at different
times will traverse the switch fabric using the same path as
long the switch fabric system is operating in the same con-
figuration at the different times (e.g., the hash functions used
are the same, the peripheral devices are coupled to the switch
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fabric in the same manner, etc.). In such embodiments, this
ensures that the order that the data packets are received by the
destination peripheral device is the same as the order in which
the data packets were sent by the source peripheral device.

In some embodiments, a switch fabric system includes
multiple edge devices, multiple modules associated with a
first stage of the switch fabric system, and multiple modules
associated with a second stage of the switch fabric system. A
first edge device from the set of edge devices is configured to
receive a set of data packets. Each data packet from the set of
data packets can include a firstheader. The first edge device is
configured to append a second header to each data packet
based on at least one field in the first header. The second
header includes an identifier associated with a destination
port of a second edge device from the set of edge devices. The
first edge device is configured to send each data packet from
the set of data packets to a module from the plurality of
modules associated with the first stage based on the first
header. The set of modules associated with the first stage of
the switch fabric system is configured to send each data
packet from the set of data packets to a module from the set of
modules associated with the second stage based on the second
header.

In some embodiments, a processor-readable medium
stores code representing instructions configured to cause a
processor to assign a destination port of an output module
(e.g., an edge device) to a data packet based on an identifier of
a destination node operatively coupled to the destination port
of the output module through at least a switch fabric. The
identifier of the destination node is within a first header of the
data packet. A second header is appended to the data packet.
The second header includes an identifier associated with the
destination port of the output module. A module associated
with a first stage of the switch fabric is selected using a result
of a first hash function having as inputs a set of fields in the
first header. The data packet is sent to the module associated
with the first stage. The module associated with the first stage
is configured to select a module associated with a second
stage of the switch fabric using a result of a second hash
function having as an input the identifier associated with the
destination port of the output module from the second header.

Asused herein, a switch fabric system can be a system that
includes a switch fabric and devices coupled to the switch
fabric. In some embodiments, for example, a switch fabric
system can include multiple input/output modules (e.g., an
edge device, an access switch, etc.) operatively coupled to the
switch fabric such that the input/output modules can send data
to and receive data from the switch fabric. Additionally, in
some embodiments, the switch fabric system can include
peripheral devices (e.g., servers, storage devices, gateways,
workstations, etc.) operatively coupled to the input/output
modules such that the peripheral devices can send data to and
receive data from the switch fabric via the input/output mod-
ules. In such embodiments, for example, a first peripheral
device can send data to a second peripheral device via the
input/output modules and the switch fabric, as described in
further detail herein.

As used herein, a switch fabric can be a network that
includes multiple stages of switches that operatively connect
one or more input devices (e.g., a first edge device) with one
or more output devices (e.g., a second edge device). A switch
fabric can be configured to receive a signal from an input
device, forward the signal through the multiple stages of
switches, and output the signal to an output device. Each
switch of the multiple stages of switches routes the signal
such that the signal arrives at its destination. Such a switch
fabric can be referred to, for example, as a Clos network.
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As used herein, a module that is within a switch fabric can
be any assembly and/or set of operatively coupled electrical
components that defines one or more switches within a stage
of a switch fabric. An input/output module (e.g., an edge
device, an access switch, etc.), for example, can be any
assembly and/or set of operatively coupled electrical compo-
nents configured to send data to and/or receive data from a
switch fabric. In some embodiments, for example, an input/
output module can be an access switch or an edge device
configured receive data from a server, prepare data to enter
into the switch fabric, and send the data to the switch fabric.
In some embodiments, a module can include, for example, a
memory, a processor, electrical traces, optical connectors,
and/or the like.

As used in this specification, the singular forms “a,” “an”
and “the” include plural referents unless the context clearly
dictates otherwise. Thus, for example, the term “a module” is
intended to mean a single module or a combination of mod-
ules.

The terms “first stage”, “second stage” and so on refer to
portions, modules or nodes within a switch fabric. In some
instances, these terms refer to a specific stage within a given
switch fabric. For example, a three-stage Clos network
includes three consecutive stages from ingress to egress; such
a switch fabric has three stages that can be referred to as the
“first stage” (the first stage with respect to the ingress to
egress direction) through the “third stage” (the third and final
stage with respect to the ingress to egress direction). For
example, FIGS. 1-7 refer to specific stages within a given
switch fabric. In other instances, however, the terms “first
stage”, “second stage” and so on refer to any stage within the
stage fabric and correspond to the order of discussion of a
given stage. For example, the “first stage” can refer to the first
stage discussed and can correspond to any stage within the
switch fabric (e.g., the third stage within a three-stage Clos
network), and the “second stage” can refer to a remaining
stage within the switch fabric (e.g., the second stage within
the three-stage Clos network). Thus, it should be understood
that the specific context will indicate whether the terms “first
stage”, “second stage” and so on can refer to a specific ordinal
stage within a switch fabric or can refer to any particular stage
within the switch fabric.

FIG. 1 is a schematic illustration of a switch fabric 100,
according to an embodiment. Switch fabric 100 is a three-
stage, non-blocking Clos network and includes a first stage
140, a second stage 142, and a third stage 144. The first stage
140 includes modules 112. Each module 112 of'the first stage
140 is an assembly of electronic components and circuitry. In
some embodiments, for example, each module is an applica-
tion-specific integrated circuit (ASIC). In other embodi-
ments, multiple modules are contained on a single ASIC or a
single chip package. In still other embodiments, each module
is an assembly of discrete electrical components.

In some embodiments, each module 112 of the first stage
140 is a switch (e.g., a packet switch, a frame switch and/or a
cell switch). The switches are configured to redirect data (e.g.,
data packets, data cells, etc.) as it flows through the switch
fabric 100. In some embodiments, for example, each switch
includes multiple input ports operatively coupled to write
interfaces on a memory buffer (not shown in FIG. 1). Simi-
larly, a set of output ports are operatively coupled to read
interfaces on the memory buffer. In some embodiments, the
memory buffer can be a shared memory buffer implemented
using on-chip static random access memory (SRAM) to pro-
vide sufficient bandwidth for all input ports to write one
incoming cell (e.g., a portion of a data packet) or data packet
per time period (e.g., one or more clock cycles) and all output
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ports to read one outgoing cell or data packet per time period.
Each switch operates similar to a crossbar switch that can be
reconfigured subsequent each time period.

In alternate embodiments, each module of the first stage is
a crossbar switch having input bars and output bars. Multiple
switches within the crossbar switch connect each input bar
with each output bar. When a switch within the crossbar
switch is in an “on” position, the input is operatively coupled
to the output and data can flow. Alternatively, when a switch
within the crossbar switch is in an “off”” position, the input is
not operatively coupled to the output and data cannot flow.
Thus, the switches within the crossbar switch control which
input bars are operatively coupled to which output bars.

Each module 112 of the first stage 140 includes a set of
input ports 160 configured to receive data (e.g., a signal, a cell
of'a packet, a data packet, etc.) as it enters the switch fabric
100. In this embodiment, each module 112 of the first stage
140 includes the same number of input ports 160.

Similar to the first stage 140, the second stage 142 of the
switch fabric 100 includes modules 114. The modules 114 of
the second stage 142 are structurally similar to the modules
112 of the first stage 140. Each module 114 of the second
stage 142 is operatively coupled to each module 112 of the
first stage 140 by a data path 120. Each data path 120 between
a given module 112 of the first stage 140 and a given module
114 of the second stage 142 is configured to facilitate data
transfer from the modules 112 of the first stage 140 to the
modules 114 of the second stage 142.

The data paths 120 between the modules 112 of the first
stage 140 and the modules 114 of the second stage 142 can be
constructed in any manner configured to facilitate data trans-
fer from the modules 112 of the first stage 140 to the modules
114 of the second stage 142. In some embodiments, for
example, the data paths 120 are optical connectors between
the modules. In other embodiments, the data paths are within
a midplane. Such a midplane can be similar to that described
in U.S. application Ser. No. 12/345,500, filed Dec. 29, 2008,
and entitled “System Architecture for a Scalable and Distrib-
uted Multi-Stage Switch Fabric,” which is incorporated
herein by reference in its entirety. Such a midplane can be
used to connect each module of the second stage with each
module of the first stage. In still other embodiments, two or
more modules are contained within a single chip package and
the data paths are electrical traces.

In some embodiments, the switch fabric 100 is a non-
blocking Clos network. Thus, the number of modules 114 of
the second stage 142 of the switch fabric 100 varies based on
the number of input ports 160 of each module 112 of the first
stage 140. In a rearrangeably non-blocking Clos network
(e.g., a Benes network), the number of modules 114 of the
second stage 142 is greater than or equal to the number of
input ports 160 of each module 112 of the first stage 140.
Thus, ifn is the number of input ports 160 of each module 112
of'the first stage 140 and m is the number of modules 114 of
the second stage 142, m=n. In some embodiments, for
example, each module of the first stage has five input ports.
Thus, the second stage has at least five modules. All five
modules of the first stage are operatively coupled to all five
modules of the second stage by data paths. Said another way,
each module of the first stage can send data to any module of
the second stage.

The third stage 144 of the switch fabric 100 includes mod-
ules 116. The modules 116 of the third stage 144 are struc-
turally similar to the modules 112 of the first stage 140. The
number of modules 116 of the third stage 144 is typically
equivalent to the number of modules 112 of the first stage 140.
Each module 116 of the third stage 144 includes output ports
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162 configured to allow data to exit the switch fabric 100.
Each module 116 of the third stage 144 includes the same
number of output ports 162. Further, the number of output
ports 162 of each module 116 of the third stage 144 is typi-
cally equivalent to the number of input ports 160 of each
module 112 of the first stage 140.

Each module 116 of the third stage 144 is connected to each
module 114 of the second stage 142 by a data path 124. The
data paths 124 between the modules 114 of the second stage
142 and the modules 116 of'the third stage 144 are configured
to facilitate data transfer from the modules 114 of the second
stage 142 to the modules 116 of the third stage 144.

The data paths 124 between the modules 114 of the second
stage 142 and the modules 116 of the third stage 144 can be
constructed in any manner configured to facilitate data trans-
fer from the modules 114 of the second stage 142 to the
modules 116 of the third stage 144. In some embodiments, for
example, the data paths 124 are optical connectors between
the modules. In other embodiments, the data paths are within
a midplane. Such a midplane can be similar to that described
in further detail herein. Such a midplane can be used to
connect each module of the second stage with each module of
the third stage. In still other embodiments, two or more mod-
ules are contained within a single chip package and the data
paths are electrical traces.

FIG. 2 is schematic illustration of a switch fabric system
200, according to another embodiment. The switch fabric
system 200 includes a switch fabric 230, multiple edge
devices 250 operatively coupled to the switch fabric 230, and
multiple peripheral devices 270 operatively coupled to the
edge devices 250. As described in further detail herein and as
shown by path 222 in FIG. 2, a first peripheral device 270
(e.g., S)) is configured to send a data packet to a second
peripheral device 270 (e.g., S;) via a first edge device 250
(e.g., E,), the switch fabric 230, and a second edge device 250
(e.g., E;).

The switch fabric 230 can be structurally and functionally
similar to the switch fabric 100. Accordingly, the switch
fabric includes modules F,-F,; associated with a first stage
232 of the switch fabric 230, modules G, -G, associated with
a second stage 234 of the switch fabric 230, and modules
H,-H,,associated with a third stage 236 of the switch fabric.
Each module F,-F,, associated with the first stage 232 is
operatively coupled to each module G,-G,, associated with
the second stage 234 via data paths. Similarly, each module
G,-G, associated with the second stage 234 is operatively
coupled to each module H, -H,, associated with the third stage
236. The data paths between the modules F,-F,; associated
with the first stage 232 and the modules G,-G,, associated
with the second stage 234 and/or the data paths between the
modules G, -G, associated with the second stage 234 and the
modules H,-H,, associated with the third stage 236 can be
constructed in any manner configured to facilitate data trans-
fer. In some embodiments, for example, the data paths include
optical connectors and optical fibers between the modules. In
other embodiments, the data paths are within a midplane.

The modules F,-F, associated with a first stage 232 are
configured to send data (e.g., data packets, data cells, etc.) to
modules G,-G,, associated with a second stage 234. As
described in further detail herein, in some embodiments, a
moduleF, -F  associated with the first stage 232 is configured
to determine to which module G,-G,; associated with the
second stage 234 to send the data packet based on a header of
the data packet (e.g., destination identifier 432 shown and
described with respect to FIG. 5). The module F, -F,, associ-
ated with the first stage 232 can, for example, select the
module G,-G,,associated with the second stage 234 based on
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aresult of a hash function using as an input the contents of the
header (e.g., destination identifier 432 shown and described
withrespectto FIG. 5), as described in further detail herein. In
some embodiments, for example, the hash function can use
shift registers similar to the hash functions shown and
described in U.S. patent application Ser. No. 12/242,158,
filed on Sep. 30, 2008, and entitled “Methods and Apparatus
for Producing a Hash Value based on a Hash Function,” which
is incorporated herein by reference in its entirety.

The peripheral devices 270 can be, for example, servers,
storage devices, gateways, workstations, and/or the like. The
peripheral devices 270 can be operatively coupled to the edge
devices 250 using any suitable connection. For example, FIG.
3 illustrates a chassis 350 including an edge device 355 and
multiple peripheral devices 360 operatively coupled to the
edge device 355 via a backplane (not shown in FIG. 3). As
such, the peripheral devices 360 are configured to send data
(e.g., data packets, data cells, etc.) to the edge device 355 via
the backplane. While shown in FIG. 3 as being disposed
within a same chassis 350 as an edge device 355, in other
embodiments, the peripheral devices are disposed remote
from the edge device and are operatively coupled to the edge
device via an optical connection (e.g., an optical cable and
optical connectors), an electrical connection (e.g., an electri-
cal cable and electrical connectors) and/or the like. Further,
while the edge device 355 is shown as being operatively
coupled to eight peripheral devices 360, in other embodi-
ments, the edge device can be coupled to any number of
peripheral devices. In some embodiments, for example, each
edge device is operatively coupled to 48 peripheral devices.

The edge devices 250 can be any devices configured to
operatively couple peripheral devices 270 to the switch fabric
230. In some embodiments, for example, the edge devices
250 can be access switches, input/output modules, top-of-
rack devices and/or the like. Edge devices E, and E, are
schematically shown as source edge devices and edge device
E; is schematically shown as a destination edge device for
illustration purposes only. Structurally, the edge devices 250
(including E,, E,, and E;) can function as source edge devices
and destination edge devices. Accordingly, the edge devices
250 can send data to and receive data from the switch fabric
230.

The edge devices 250 can store Media Access Control
(MAC) addresses for other edge devices 250 and/or periph-
eral devices 270 within the switch fabric system 200. For
example, an edge device E; can store the MAC addresses of
the peripheral devices S, S, coupled to the edge device E,.
Using the MAC addresses of the peripheral devices Ss, S, the
edge device E, can properly forward data packets to its des-
tination when a data packet is received. In some embodi-
ments, for example, an edge device 250 can be coupled to 48
peripheral devices 270 each running multiple virtual
machines. If, for example, each peripheral device 270 is run-
ning 50 virtual machines, the edge device 250 will store 2400
MAC addresses of edge devices 250 to which it is coupled
(e.g., source MAC address (SMACs)). In other embodiments,
any number of peripheral devices running any number of
virtual machines can be coupled to the edge device.

In some embodiments, the edge devices 250 also store
multiple destination MAC addresses (DMACs). Such
DMACs can be associated with peripheral devices 270 to
which the peripheral devices 270 coupled to an edge device
250 can send data. For example, an edge device E, can store
the MAC addresses of the peripheral devices S, S, and asso-
ciate the MAC addresses with a destination port of E;.
Accordingly, the MAC address of peripheral device S; is
associated with destination port 252 and the MAC address of
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S, 1s associated with destination port 253. In some embodi-
ments, an edge device 250 can be coupled to 48 peripheral
devices 250 each running 2400 virtual machines. If, for
example, each of the 2400 virtual machines is sending data to
or receiving data from a connection with 25 other virtual
machines coupled to another edge device 250, the edge device
250 can store 60000 DMACs. In such an embodiment, each
edge device 250 can store a total of 62400 MAC addresses
(e.g., 60000 DMACs+2400 SMACs). In other embodiments,
each edge device 250 can store any number of DMACs and/or
SMACs.

In some embodiments, each edge device 250 includes a
lookup table that associates the MAC addresses (e.g., the
DMACs and the SMACs) with the port of an edge device 250
to which the peripheral device having the MAC address is
coupled. For example, such a lookup table can associate S
with port 252 and S, with 253. In such embodiments, the edge
device 250 can use the lookup table to determine how to
forward the data packet, as described in further detail herein.

The edge devices 250 can be configured to prepare a data
packet to enter the switch fabric 230. For example, the edge
device 250 can be configured to forward, classify, and/or
modify the packet encapsulation of a data packet prior to
sending the data packet to the switch fabric 230. As described
in further detail herein, in some embodiments, for example, a
hash function using data stored within a header of a data
packet (e.g., header portion 423 of FIG. 4) as an input is used
to determine to which module F-F,; associated with a first
stage 232 the edge device 250 should send the data packet. In
some embodiments, for example, the hash function can use
shift registers similar to the hash functions shown and
described in U.S. patent application Ser. No. 12/242,158,
referenced above.

Additionally, as described in further detail herein, data
within the header of a data packet (e.g., header portion 423 of
FIG. 4) can be used to identify a destination port of a desti-
nation edge device 250 (e.g., destination port 252 or 253). An
identifier of the destination port of the destination edge device
250 can be appended to the data packet (e.g., destination
identifier 422 of FIG. 5). The identifier of the destination port
can be used by the modules F,-F,, G -G, H,-H,, within the
switch fabric 230 to correctly send the data packet through the
switch fabric 230, as described in further detail herein.

In use, for example, a peripheral device S, can be config-
ured to send a data packet to another peripheral device S, via
path 222 (e.g., via an edge device E,, the switch fabric 230
and an edge device E;). FIG. 2 represents the peripheral
device S, sending a data packet to peripheral device S, by way
of'example. Any peripheral device 270 operatively coupled to
the switch fabric 230 via an edge device 250 can be config-
ured to send a data packet to any other peripheral device 270
coupled to the switch fabric 230 via an edge device 250.

The peripheral device S, can send the data packet to the
edge device E,. The data packet can be similar to the data
packet 420 shown and described in FIG. 4. The data packet
420 includes a packet data portion 425 and a packet header
portion 423. The packet data portion 425 includes the infor-
mation to be sent to peripheral device S,. The packet header
portion 423 includes identifying information. In some
embodiments, for example, the packet header portion 423 can
include at least a portion of an IP 5-tuple. In such embodi-
ments, for example, the packet header portion 423 can include
a destination MAC address, a destination internet protocol
(IP) address, a source MAC address, a source IP address
and/or a transfer protocol. In the present example, the desti-
nation MAC address and the destination IP address can be
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associated with peripheral device Sy and the source MAC
address and the source IP address can be associated with
peripheral device S;.

The edge device E, receives the data packet 420 and parses
the packet header portion 423 of the data packet 420. In some
embodiments, the edge device E; can use the destination
MAC address in the packet header portion in conjunction
with a lookup table stored at the edge device E, to determine
an identifier of the destination port (e.g., port 253) to which
the peripheral device Sy is coupled and/or an identifier of a
destination edge device E; to which the peripheral device S
is coupled. The lookup table can, for example, correlate the
destination MAC address with the identifier of the destination
port (e.g., port 253) and/or the identifier of the destination
edge device E;. In some embodiments, for example, the iden-
tifier can be a port number, an address (e.g., MAC address, [P
address, etc.), an internal unique identifier, an identifier of the
second peripheral device itself, and/or any other suitable
identifier used to identify the destination peripheral device’s
S, position within the switch fabric system 200.

A destination identifier portion (e.g., a second header) con-
taining an identifier associated with the destination port (e.g.,
port 253) and/or an identifier associated with a destination
edge device E; can be appended to the data packet 420. For
example, FIG. 5 illustrates a data packet 430 having a packet
data portion 435, a packet header portion 433 (e.g., a first
header), and a destination identifier portion 432 (e.g., a sec-
ond header). In other embodiments, any other identifier asso-
ciated with the destination edge device E;, the destination
port of the edge device E;, and/or the destination peripheral
device S, can be appended to the data packet as a destination
identifier portion.

Using the information contained within the packet header
portion 433 of the data packet 430, the edge device E, can
determine to which module F, -F,to send the data packet 430.
While shown in FIG. 2 as being operatively coupled to a
single module F, associated with the first stage, the edge
device E, can be coupled to any number of modules associ-
ated with the first stage. Additionally, while shown in FIG. 2
as being operatively coupled to a single switch fabric 230, the
edge device E; can be operatively coupled to any number of
switch fabrics, similar to switch fabric 230. In some embodi-
ments, for example, the edge device E, can be both coupled to
the module F, associated with the first stage of the switch
fabric 230 and a module associated with a first stage of a
second switch fabric (not shown in FIG. 2). In such embodi-
ments, the edge device E, can send data to either the module
F, or the module associated with the first stage of the second
switch fabric.

In some embodiments, for example, the edge device E, can
use a hash function using as inputs the destination MAC
address, the destination IP address, the source MAC address,
the source IP address, and/or the transfer protocol. Based on
the inputs, the hash function can generate an identifier asso-
ciated with a module (e.g., module F)) associated with the
first stage 232 ofthe switch fabric 230. In some embodiments,
the identifier generated by the hash function can be associated
withthe module F| using a lookup table to determine to which
output port of the edge device E, the module F, is coupled
and/or the like. In other embodiments, the identifier produced
from the hash function can be an identifier of an output port of
the edge device E, to which the module F, is coupled. In still
other embodiments, any other method of associating the iden-
tifier generated by the hash function with the module F, can
be used. Because the identifier associated with the module F,
is generated based on the information in the packet header
portion 433 of the data packet 430, every data packet sent
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from peripheral S, to peripheral S¢ will be sent to the same
module (e.g., module F,) associated with the first stage 232.

After the module F, associated with the first stage 232
receives the data packet 430, it parses the destination identi-
fier portion 432 of the data packet 430. Using the destination
identifier within the destination identifier portion 432, the
moduleF, can determine to which module G, associated with
the second stage 234 of the switch fabric 230 to send the data
packet 430. In some embodiments, for example, the module
F, can use a hash function using as an input the destination
identifier 432. Based on the destination identifier 432, the
hash function can generate an identifier associated with a
module (e.g., module G,) associated with the second stage
234, and send the data packet 430 accordingly. In some
embodiments, the identifier generated by the hash function
can be associated with the module G, using a lookup table to
determine to which output port of the module F, the module
G, is coupled and/or the like. In other embodiments, the
identifier produced from the hash function can be an identifier
of'an output port of the module F; to which the module G, is
coupled. In still other embodiments, any other method of
associating the identifier generated by the hash function with
the module G, can be used. Because the result of the hash
function is based on the destination identifier 432, all data
packets 430 within the module F, being sent to the peripheral
device S, will be sent by F, to the same module GG, associated
with the second stage 234.

The amount of time the module F, takes to determine to
which module to send the data packet 430 can be decreased by
using a destination identifier portion 432 of the data packet
430 instead of the packet header portion 433. In some
embodiments, for example, the destination identifier portion
433 can be smaller (e.g., fewer bytes of memory) and contain
fewer fields than the packet header portion 433. Thus, parsing
the destination identifier portion 432 can be faster than pars-
ing the packet header portion 433. Additionally, using a hash
function allows the module F, to quickly determine to which
module to send the data packet 430. Such a hash function can
be easily implemented and allows for a quick identification of
the appropriate module based on the destination identifier
portion 432.

Additionally, because a destination MAC address is asso-
ciated with a destination identifier (e.g., a destination port, a
destination edge device E;, etc.) at the edge device E|, the
module F, can forward the data packet 430 without associat-
ing a destination MAC address with a destination identifier.
This reduces the amount of time used by the module F, when
determining to which module G,-Gy,, to send the data packet
430. This also reduces the amount of memory used by the
module F, because the module F, need not store associations
between a destination MAC address and destination identifi-
ers. Further, because the association of a destination MAC
address with a destination identifier is performed at the edge
device E,; and the result stored in the destination identifier
portion 432, the modules within the switch fabric 230 need
not perform such an association. Moreover, the module F, can
forward the data packet 430 without performing standard
layer 2/layer 3 (1.2/L.3) forwarding, lookup and classification
functions (commonly used in Ethernet switch fabrics).

After the module G, associated with the second stage 234
receives the data packet 430, it parses the destination identi-
fier portion 432 of the data packet 430, similar to the module
F,. Using the destination identifier within the destination
identifier portion 432, the module G, can determine to which
module H,-H,, associated with the third stage 236 of the
switch fabric 230 to send the data packet 430. In some
embodiments, for example, the module G, can use a hash
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function using as an input the destination identifier. Based on
the destination identifier, the hash function can generate an
identifier associated with a module (e.g., module H,) associ-
ated with the third stage 236, and send the data packet 430
accordingly. Because the result of the hash function is based
on the destination identifier, all data packets 430 within the
module G, being sent to the peripheral device S, will be sent
by G, to the same module H, associated with the second stage
234.

Similarly, after the module H, associated with the third
stage 236 receives the data packet 430, it parses the destina-
tion identifier portion 432 of the data packet 430, similar to
the module F,. Using the destination identifier within the
destination identifier portion 432, the module H, can deter-
mine to which edge device E; to send the data packet 430. In
some embodiments, for example, the module H, can use a
hash function using as an input the destination identifier.
Based on the destination identifier, the hash function can
generate an identifier associated with an edge device E;, and
send the data packet 430 accordingly. Because the result of
the hash function is based on the destination identifier, all data
packets 430 within the module H, being sent to the peripheral
device S, will be sent by H, to the same edge device E;.

After the edge device E; receives the data packet 430, the
edge device 430 can determine to which peripheral device S
to send the data packet 430 and send the data packet 430
accordingly. In some embodiments, the edge device E, can
parse the destination identifier portion 432 of the data packet
430. If the destination identifier portion 432 includes an iden-
tifier of a specific port 253, the edge device E; can send the
data packet to the peripheral device S, operatively coupled to
the port 253. In other embodiments, the edge device E, can
parse the packet header portion 433. Using the stored SMACs
and the destination MAC address in the packet header portion
433, the edge device E; can determine to which port 253 the
destination peripheral device S, is coupled and send the data
packet accordingly. In some embodiments, prior to sending
the data packet 430 to the destination peripheral device S, the
destination identifier portion 432 is removed from the data
packet 430. Accordingly, in such embodiments, the destina-
tion peripheral device S, receives a data packet similar to the
data packet 420 of FIG. 4.

As discussed above, because the routing decision at the
edge device E, is based on a hash function using as inputs a
destination MAC address, a destination IP address, a source
MAC address, a source IP address and/or a transfer protocol
(e.g., the data within a packet header portion of a data packet),
each data packet sent from a first peripheral device (e.g., S,)
to a second peripheral device (e.g., S,) is sent to the same
module F, associated with the first stage 232. Additionally, as
discussed above, because the routing decisions in the switch
fabric 230 (e.g., at modules F|, G,, and H,) are based on the
a destination identifier portion 432 appended to the data
packet 430 at the edge device E,, each data packet 430 sent
from the first peripheral device (e.g., S, ) to the second periph-
eral device (e.g., S¢) traverses the same path 222 through the
switch fabric 230 (e.g., from F, to G,, from G, to H,, and from
H,to E;). This ensures that each data packet sent from the first
peripheral device (e.g., S;) to the second peripheral device
(e.g., Sy) traverses the switch fabric system 200 using the
same path 222. Accordingly, the order in which packets are
sent from the first peripheral device (e.g., S,) to the second
peripheral device (e.g., Sy) is preserved. Said another way, if
a second data packet is sent from peripheral device S, to
peripheral device Sy after a first data packet is sent from
peripheral device S, to peripheral device S, the first data
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packet will arrive at peripheral device S¢ prior to the second
data packet arriving at peripheral device Sq.

FIG. 6 is a schematic illustration of a switch fabric system
500, according to another embodiment. The switch fabric
system 500 includes multiple edge devices 550 and a switch
fabric chassis 530. The multiple edge devices 550 can be
similar to the edge devices 250 shown and described above
with respect to FIG. 2. As such, each edge device 550 can be
operatively coupled to multiple peripheral devices (not
shown in FIG. 6) and to the switch fabric chassis 530. The
peripheral devices can be similar to the peripheral devices
270 shown and described above with respect to FIG. 2. As
such, the peripheral devices 270 can send data (e.g., data
packets, data cells, etc.) to and receive data (e.g., data packets,
data cells, etc.) from the edge devices 550.

The edge devices 550 include multiple cable connector
ports 582 each configured to be coupled to an end portion of
a cable 580. Through the cables 580, each edge device 550
can be operatively coupled to the switch fabric chassis 530.
Each edge device 550 can function as a source edge device
and a destination edge device. Accordingly, each edge device
550 can send data to and receive data from the switch fabric
chassis 530.

The cables 580 can be constructed of any material suitable
to transfer data between the edge devices 550 and the switch
fabric chassis 530. In some embodiments, for example, each
cable 580 is constructed of multiple optical fibers. In such an
embodiment, each cable 580 can have, for example, twelve
transmit and twelve receive fibers. The twelve transmit fibers
of each cable 580 can include eight fibers for transmitting
data, one fiber for transmitting a control signal, and three
fibers for expanding the data capacity and/or for redundancy.
Similarly, the twelve receive fibers of each cable 580 have
eight fibers for receiving data, one fiber for receiving a control
signal, and three fibers for expanding the data capacity and/or
for redundancy. In other embodiments, any number of fibers
can be contained within each cable. In some embodiments,
for example, the cables 580 can be 40 gigabit (40G) cables.
The transmit and receive designations of the fibers are from
the perspective of the edge devices 550. The designations are
opposite if viewed from the perspective of the switch fabric
chassis 530.

While shown in FIG. 6 as being operatively coupled to a
single switch fabric chassis 530, in some embodiments, each
edge device 550 is operatively coupled to a second switch
fabric chassis (not shown in FIG. 6). In such embodiments,
for example, the cables 581 (which can be structurally and
functionally similar to cables 580) can be used to operatively
couple the edge devices 550 to a second switch fabric chassis.
In other embodiments, each edge device can be operatively
coupled to any number of switch fabric chassis using any
number of cables.

The switch fabric chassis 530 includes multiple interface
cards 560 (only a single interface card 560 from a set of
multiple interface cards 560 is shown in FIG. 6), multiple
interface cards 570 (only a single interface card 570 from a set
of multiple interface cards 570 is shown in FIG. 6) and a
midplane 590. In some embodiments, the midplane 590 can
be configured to operatively couple each interface card 560
with each interface card 570. Accordingly, a 1st/3rd stage
module system 562 on an interface card 560 can send data to
and/or receive data from any 2nd stage module system 572 on
any of the interface cards 570. Similarly, a 2nd stage module
system 572 on an interface card 570 can send data to and/or
receive data from any 1st/3rd stage module system 562 on any
of the interface cards 560. In some embodiments, the mid-
plane 590 can include multiple 20 gigabit (20G) connections
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between the interface cards 560 and the interface cards 570.
As discussed above, in some embodiments, the midplane 590
can be similar to the midplane shown and described in U.S.
application Ser. No. 12/345,500, filed Dec. 29, 2008, and
entitled “System Architecture for a Scalable and Distributed
Multi-Stage Switch Fabric,” which is incorporated herein by
reference in its entirety.

The interface card 560 includes multiple cable connector
ports 584 and multiple 1st/3rd stage module systems 562. The
cable connector ports 584 can be similar to the cable connec-
tor ports 582. Accordingly, each cable connector port 584 can
be configured to receive an end of a cable 580. Via a cable
connector port 582, a cable 580 and a cable connector port
584, an edge device 550 can be operatively coupled to an
interface card 560.

Each 1st/3rd stage module system includes a module asso-
ciated with a first stage of the switch fabric system 500 and a
module associated with a third stage of the switch fabric
system 500. The module associated with the first stage and the
module associated with the third stage can be similar to the
modules 232 and the modules 234, respectively, shown and
described above with respect to FIG. 2.

The 1st/3rd stage module systems 562 can be application-
specific integrated circuits (ASICs) or chip packages having
multiple ASICs. The 1st/3rd stage module systems 562 can be
instances of the same ASIC or chip package. Said another
way, the ASIC or chip package of each 1st/3rd stage module
system 562 can be substantially similar (i.e., the same kind or
type) to the ASIC or chip package of other 1st/3rd stage
module systems 562. Thus, manufacturing costs can be
decreased because multiple instances ofa single ASIC or chip
package can be produced.

The interface card 570 includes multiple 2nd stage module
systems 572. Each 2nd stage module system 572 includes a
module associated with a second stage of the switch fabric
system 500. The module associated with the second stage can
be similar to the modules 236, respectively, shown and
described above with respect to FIG. 2.

Similar to the 1st/3rd stage module systems 562, the 2nd
stage module systems 572 can be application-specific inte-
grated circuits (ASICs) or chip packages having multiple
ASICs. The 2nd stage module systems 572 can be instances
of the same ASIC or chip package. Said another way, the
ASIC or chip package of each 2nd stage module system 572
can be substantially similar (i.e., the same kind or type) to the
ASIC or chip package of other 2nd stage module systems 562.
Thus, manufacturing costs can be decreased because multiple
instances of a single ASIC or chip package can be produced.

In some embodiments, the switch fabric system 500
includes eight interface cards 560 each operatively coupled to
eight interface cards 570 through the midplane 590. In such
embodiments, each interface card 560 can include sixteen
cable connector ports 584. As such, the switch fabric chassis
530 can include 128 cable connector ports 584 to which edge
devices 550 can be coupled (8 interface cards (560)x16 cable
connector ports (584) per interface card (560)=128 total cable
connector ports 584). Accordingly, in such embodiments, 128
edge devices 550 can be coupled to the switch fabric chassis
530.

In use, the switch fabric system 500 functions similar to the
switch fabric system 200, shown and described above. As
such a first peripheral device (not shown in FIG. 6) coupled to
afirst edge device 550 can be configured to send a data packet
to a second peripheral device (not shown in FIG. 6) coupled to
a second edge device 550, via the first edge device 550, the
switch fabric chassis 530 and the second edge device 550.
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The first peripheral device can send the data packet to the
first edge device 550. The data packet can be similar to the
data packet 420 shown and described in FIG. 4, and can
include a packet data portion 425 and a packet header portion
423. The packet data portion 425 includes the information to
be sent to second peripheral device. The packet header por-
tion 423 includes identifying information. As discussed
above, in some embodiments, for example, the packet header
portion 423 can include at least a portion of the IP 5-tuple. In
such embodiments, for example, the packet header portion
can include a destination MAC address, a destination IP
address, a source MAC address, a source IP address and/or a
transfer protocol. In the present example, the destination
MAC address and the destination IP address can be associated
with the second peripheral device; the source MAC address
and the source IP address can be associated with the first
peripheral device.

The edge device 550 receives the data packet and parses the
packet header portion of the data packet. In some embodi-
ments, for example, the edge device 550 can use the destina-
tion MAC address in the packet header portion in conjunction
with a lookup table stored at the edge device 550 to determine
an identifier of the destination port to which the second
peripheral device is coupled and/or an identifier of a destina-
tion edge device 550 to which the second peripheral device is
coupled. The lookup table can, for example, correlate the
destination MAC address with the identifier of the destination
port and/or the identifier of the destination edge device 550. In
some embodiments, for example, the identifier can be a port
number, an address (e.g., MAC address, IP address, etc.), an
internal unique identifier, an identifier of the second periph-
eral device itself, and/or any other suitable identifier used to
identify the destination peripheral device’s position within
the switch fabric system 500.

A destination identifier portion (e.g., a second header) con-
taining the identifier associated with the destination port and/
or the identifier associated with a destination edge device 550
can be appended to the data packet 420. For example, FIG. 5
illustrates a data packet 430 having a packet data portion 435,
a packet header portion 433 (e.g., a first header), and a desti-
nation identifier portion 432 (e.g., a second header). In other
embodiments, any other identifier associated with the desti-
nation edge device, the destination port of the edge device,
and/or the second peripheral device can be appended to the
data packet as a destination identifier portion.

Using the information contained within the packet header
portion 433 of the data packet 430, the edge device 550 can
determine to which 1st/3rd stage module system 562 to send
the data packet 430. While shown in FIG. 6 as being opera-
tively coupled to a single 1st/3rd stage module 562, each edge
device 550 can be coupled to any number of 1st/3rd stage
module systems 562. Similarly, each edge device 550 can be
operatively coupled to any number of switch fabrics.

In some embodiments, for example, the edge device 550
can use a hash function using as inputs the destination MAC
address, the destination IP address, the source MAC address,
the source IP address, and/or the transfer protocol. Based on
the inputs, the hash function can generate an identifier asso-
ciated with a first stage module within a 1st/3rd stage module
system 562. Because the identifier associated with the module
is generated based on the information in the header portion
433 of the data packet 430, every data packet sent from the
first peripheral device to the second peripheral device will be
sent to the same 1st/3rd stage module system 562.

Additionally, as described above, in some embodiments,
each edge device 550 can be coupled to more than one switch
fabric. In such embodiments, the hash function at the edge



US 9,356,885 B2

15

device can be used by the edge device to determine to which
switch fabric to send the data. For example, depending on the
result of the hash function, the edge device 550 can send the
data via acable 580 to the first switch fabric chassis 530 or can
send the data via a cable 581 to the second switch fabric
chassis (not shown in FIG. 6).

After the module associated with the first stage within the
1st/3rd stage module system 562 receives the data packet 430,
it parses the destination identifier portion 432 of the data
packet 430. Using the destination identifier within the desti-
nation identifier portion 432, the first stage module can deter-
mine to which second stage module system 572 to send the
data packet 430. In some embodiments, for example, the first
stage module can use a hash function using as an input the
destination identifier. Based on the destination identifier, the
hash function can generate an identifier associated with a
second stage module within a second stage module system
572, and send the data packet 430 accordingly. Because the
result of the hash function is based on the destination identi-
fier, all data packets 430 within the same first stage module
being sent to the same peripheral device will be sent by the
first stage module to the same second stage module.

The amount of time a first stage module takes to determine
to which second stage module to send the data packet 430 can
be decreased by using a destination identifier portion 432 of
the data packet 430 instead of the packet header portion 433.
In some embodiments, for example, the destination identifier
portion 433 can be smaller (e.g., fewer bytes of memory) and
contain fewer fields than the packet header portion 433. Thus,
parsing the destination identifier portion 432 can be faster
than parsing the packet header portion 433. Additionally,
using a hash function allows a first stage module to quickly
determine to which second stage module to send the data
packet 430. Such a hash function can be easily implemented
and allows for a quick identification of the appropriate second
stage module based on the destination identifier portion 432.

Additionally, because a destination MAC address is asso-
ciated with a destination identifier (e.g., a destination port, a
destination edge device 550, etc.) at the source edge device
550, the first stage module can forward the data packet 430
without associating a destination MAC address with a desti-
nation identifier. This reduces the amount of time used by the
first stage module when determining to which second stage
module to send the data packet 430. This also reduces the
amount of memory used by the first stage module as the first
stage module need not store associations between a destina-
tion MAC address and destination identifiers (e.g., the first
stage module need not store a lookup table). Further, because
the association of a destination MAC address with a destina-
tion identifier is performed at a source edge device 550 and
the result stored in the destination identifier portion 432, the
modules within the switch fabric chassis 530 need not per-
form such an association. Moreover, the first stage module
can forward the data packet 430 without performing standard
L.2/1.3 forwarding, lookup and classification functions (com-
monly used in Ethernet switch fabrics).

As shown in FIG. 6, the data is sent from the 1st/3rd stage
module system 562 to a 2nd stage module system 572 via the
midplane 590. As discussed above, each interface card 560
can be operatively coupled to eight interface cards 570 via the
midplane 590. As such, based on the destination identifier, the
1st/3rd stage module system 562 can send the data to a 2nd
stage module system 572 on any of the eight interface cards
570 via the midplane 590.

Similar to the first stage module within the 1st/3rd stage
module system 562, the second stage module within the 2nd
stage module system 572 can parse the destination identifier
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portion 432 of the data packet 430 and use the destination
identifier portion 432 (e.g., as an input to a hash function) to
determine to which third stage module within a 1st/3rd stage
module system 562 to send the data packet 430. The data
packet 430 can be sent to the 1st/3rd stage module system 562
via the midplane 590.

Further, the third stage module within the 1st/3rd stage
module system 562 can parse the destination identifier por-
tion 432 of the data packet 430 and use the destination iden-
tifier portion 432 (e.g., as an input to a hash function) to
determine to which edge device 550 to send the data packet.
The data packet 430 can be sent to the edge device 550 via a
cable 580.

As discussed above, because the routing decision at the
source edge device 550 is based on a hash function using as
inputs a destination MAC address, a destination IP address, a
source MAC address, a source IP address and/or a transfer
protocol, each data packet sent from a first peripheral device
to a second peripheral device is sent to the same first stage
module within the same 1st/3rd stage module system 562.
Additionally, as discussed above, because the routing deci-
sions in the switch fabric chassis 530 (e.g., at the 1st/3rd stage
module systems 562 and the 2nd stage module systems 572)
are based on the a destination identifier portion 432 appended
to the data packet 430 at the source edge device 550, each data
packet 430 sent from the first peripheral device to the second
peripheral device traverses the same path through the switch
fabric chassis 530 (e.g., passes through the same module
systems 562, 572). This ensures that each data packet sent
from the first peripheral device to the second peripheral
device traverses the switch fabric system 500 using the same
path. Accordingly, the order in which packets are sent from
the first peripheral device to the second peripheral device is
preserved. Said another way, if a second data packet is sent
from the first peripheral device to the second peripheral
device after a first data packet is sent from the first peripheral
device to the second peripheral device, the first data packet
will arrive at second peripheral device prior to the second data
packet arriving at the second peripheral device.

In some embodiments, a control module (not shown in
FIG. 6) can be disposed on each interface card 560, 570
and/or at each edge device 550. Such a control module can
include a processor and a memory. In such embodiments, the
control module can receive control signals from the switch
fabric system 500 relating to the operation ofthe switch fabric
system 500. For example, flow control signals, error signals
and/or the like can be sent to the control module. In such
embodiments, control of the switch fabric system can be said
to be distributed. In other embodiments, the control module
can be a central control module operatively coupled to each
interface card and/or each edge device. In such embodiments,
the central control module controls the module systems and/
or the edge devices. In some embodiments, the switch fabric
system 500 can be controlled similar to the systems shown
and described in U.S. patent application Ser. No. 12/345,498,
filed Dec. 29, 2008, and entitled “Control Plane Architecture
for Switch Fabrics,” which is incorporated herein by refer-
ence in its entirety. Further, in some embodiments, a network
administrator can view control information regarding the
components of the switch fabric system 500 on a single dis-
play.

FIG. 7 is flow chart illustrating a method 600 of sending a
data packet through a switch fabric, according to another
embodiment. The method 600 includes assigning a destina-
tion port of an output module to a data packet based on atleast
one field in a first header of the data packet, at 602. The output
module can be, for example, similar to the edge devices
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shown and described above. The destination port ofthe output
module can be coupled to a destination peripheral device.

In some embodiments, the first header can be similar to the
packet header portion 423 shown and described with respect
to FIG. 4. As such, the first header can include a destination
MAC address, a destination internet protocol (IP) address, a
source MAC address, a source IP address and/or a transfer
protocol. In other embodiments, the first header can include
any other data associated with the switch fabric system and/or
the data packet.

A module associated with a first stage of the switch fabric
is selected based on at least one field in the first header, at 604.
The module associated with the first stage can be selected
using a hash function. The hash function can use as inputs at
least one field in the first header. Because the module associ-
ated with the first stage is selected based on the fields in the
first header, the same module associated with the first stage
will be selected for other data packets having a similar first
header (e.g., asecond data packet’s source and destination are
the same as the first data packet’s source and destination).

A second header is appended to the data packet, at 606. The
second header includes an identifier associated with the des-
tination port of the output module. The second header can be
similar to the destination identifier portion 432 shown and
described with respect to FIG. 5. As such, the second header
can include a destination identifier, such as, for example, an
identifier of a destination edge device, an identifier of a des-
tination port at a destination edge device, and/or the like. The
destination identifier can be determined using the data in the
first header and a lookup table, which can associate the des-
tination MAC address and/or the destination IP address of a
destination peripheral device with a destination port to which
the destination peripheral device is coupled.

The data packet is sent to the module associated with the
first stage, at 608. The module associated with the first stage
is configured to send the data packet to a module associated
with a second stage of the switch fabric based on the second
header. In some embodiments, the module associated with the
first stage can use the destination identifier as an input to a
hash function to determine to which module associated with
the next stage of the switch fabric to send the data packet.
Accordingly, the module associated with the first stage need
not use a lookup table to associate the destination MAC
address and/or the destination IP address of the destination
peripheral device with the destination port to which the des-
tination peripheral device is coupled because the second
header contains the result of such an association.

Additionally, using the destination identifier to route the
data packet through the switch fabric ensures that data pack-
ets sent from a same source peripheral device to the same
destination peripheral device will traverse the switch fabric
using the same path. This ensures that the order the data
packets are received by the destination peripheral device is
the same as the order in which the data packets were sent by
the source peripheral device.

While various embodiments have been described above, it
should be understood that they have been presented by way of
example only, and not limitation. Where methods described
above indicate certain events occurring in certain order, the
ordering of certain events may be modified. Additionally,
certain of the events may be performed concurrently in a
parallel process when possible, as well as performed sequen-
tially as described above.

While shown and described above as using hash functions
to determine how to route data through a switch fabric, in
other embodiments, any other suitable function can be used to
route data through the switch fabric. Some embodiments can
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include, for example, a mapping function such as a lookup
table and/or the like used to route data through the switch
fabric.

Further, any suitable type of hash function can be used to
route data through the switch fabric. Some embodiments can
include, for example, cyclic redundancy check hash func-
tions, checksum hash functions, secure hash algorithms
(SHA) such as SHA1, SHA256, etc., message digest (MD)
algorithms such as MD2, MD4, MDS5, etc., Pearson hash
functions, Fowler-Noll-Vo hash functions, Bloom filters and/
or the like.

While shown and described as having three-stages, the
switch fabric systems shown and described herein can be
upgraded to switch fabrics having any number of stages
greater than three stages without significantly increasing the
end-to-end latency of the switch fabric system. For example,
the switch fabric system 500 can be upgraded to a five-stage
switch fabric system. Because the modules within the switch
fabric do not parse the packet header of the data packet (e.g.,
packet header 433 of data packet 430 shown in FIG. 5), the
modules within the switch fabric can route data through the
switch fabric faster than modules that do parse the packet
header of the data packet and perform normal 1.2/1.3 forward-
ing, lookup, and classification functions. Accordingly, when
switch fabric system 500 is upgraded, the end-to-end latency
is not significantly increased when compared to a switch
fabric having modules that parse the packet header of the data
packet.

Some embodiments described herein relate to a computer
storage product with a computer- or processor-readable
medium (also can be referred to as a processor-readable
medium) having instructions or computer code thereon for
performing various computer-implemented operations. The
media and computer code (also can be referred to as code)
may be those designed and constructed for the specific pur-
pose or purposes. Examples of computer-readable media
include, but are not limited to: magnetic storage media such as
hard disks, floppy disks, and magnetic tape; optical storage
media such as Compact Disc/Digital Video Discs (CD/
DVDs), Compact Disc-Read Only Memories (CD-ROMs),
and holographic devices; magneto-optical storage media
such as optical disks; carrier wave signal processing modules;
and hardware devices that are specially configured to store
and execute program code, such as general purpose micro-
processors, microcontrollers, Application-Specific Inte-
grated Circuits (ASICs), Programmable Logic Devices
(PLDs), and Read-Only Memory (ROM) and Random-Ac-
cess Memory (RAM) devices.

Examples of computer code include, but are not limited to,
micro-code or micro-instructions, machine instructions, such
as produced by a compiler, code used to produce a web
service, and files containing higher-level instructions that are
executed by a computer using an interpreter. For example,
embodiments may be implemented using Java, C++, or other
programming languages (e.g., object-oriented programming
languages) and development tools. Additional examples of
computer code include, but are not limited to, control signals,
encrypted code, and compressed code.

Although various embodiments have been described as
having particular features and/or combinations of compo-
nents, other embodiments are possible having a combination
of any features and/or components from any of embodiments
where appropriate. For example, while shown above as being
coupled to a single switch fabric, the edge devices shown and
described herein can be coupled to any number of switch
fabrics and/or modules associated with a first stage of a switch
fabric. In some embodiments, for example, the edge devices
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are coupled to two switch fabrics. In other embodiments, the
edge devices are coupled to more than two switch fabrics.

What is claimed is:

1. A method, comprising:

receiving a first data packet from a first peripheral device

including a first data packet header specifying a desti-
nation;

appending, at a first edge device, a destination identifier to

the first data packet based on the first data packet header
to define a first appended data packet, the destination
identifier associated with a destination port of a second
edge device;

sending the first appended data packet to a module associ-

ated with a first stage of a switch fabric based on the first
data packet header such that the module associated with
the first stage of the switch fabric sends the first
appended data packet to a module associated with the
second stage of the switch fabric based on the destina-
tion identifier, the module associated with the first stage
of the switch fabric being from a plurality of modules
associated with the first stage of the switch fabric, the
module associated with the second stage of the switch
fabric being from a plurality of modules associated with
the second stage of the switch fabric;

receiving a second data packet including a second data

packet header specifying the destination; and
appending, at the first edge device, the destination identi-

fier to the second data packet based on the second data

packet header to define a second appended data packet.

2. The method of claim 1, wherein the first appended data
packet sent to the module associated with the first stage of the
switch fabric is sent such that the first stage of the switch
fabric sends the first appended data packet to the module
associated with the second stage of the switch fabric without
the first stage of the switch fabric directly associating the
destination identifier with an address of the second edge
device.

3. The method of claim 1, wherein the first appended data
packet sent to the module associated with the first stage of the
switch fabric is sent such that the first stage of the switch
fabric sends the first appended data packet to the module
associated with the second stage of the switch fabric without
the first stage of the switch fabric parsing the first data packet
header.

4. The method of claim 1, wherein the first appended data
packet sent to the module associated with the first stage of the
switch packet is sent such that the module associated with the
second stage of the switch fabric sends the firstappended data
packet to a module associated with a third stage of the switch
fabric based on the destination identifier, the module associ-
ated with the third stage of the switch fabric being from a
plurality of modules associated with the third stage of the
switch fabric.

5. The method of claim 4, further comprising:

sending the second appended data packet to the module

associated with the first stage of the switch fabric such
that the module associated with the first stage of the
switch fabric sends the second appended data packet to
the module associated with the second stage of the
switch fabric based on the destination identifier and such
that the module associated with the second stage of the
switch fabric sends the second appended data packet to
the module associated with the third stage of the switch
fabric based on the destination identifier.

6. The method of claim 4, wherein any data packet having
the destination identifier at the first edge device is sent to the
module associated with the first stage of the switch fabric, the
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module associated with the second stage of the switch fabric,
and the module associated with the third stage of the switch
fabric, the method further comprising:

assigning the destination identifier based on a result of a

hash function using as input at least one field from the
first data packet header, the at least one field from the
first data packet header being at least one of'a destination
MAC address, a destination IP address, a source MAC
address, a source IP address, or a transfer protocol.

7. The method of claim 1., wherein the destination is a first
destination, the destination identifier is a first destination
identifier, and the module associated with the first stage of the
switch fabric is a first module associated with the first stage of
the switch fabric, and the module associated with the second
stage is a first module associated with the second stage of the
switch fabric, the method further comprising:

sending the second appended data packet to the first mod-

ule associated with the first stage of the switch fabric
such that the first module associated with the first stage
of the switch fabric sends the second appended data
packet to the first module associated with the second
stage of the switch fabric based on the first destination
identifier;

receiving a third data packet including a third data packet

header specifying a second destination;

appending, at the first edge device, a second destination

identifier to the third data packet based on the third data
packet header to define a third appended data packet;
sending the third appended data packet to a second module
associated with the first stage of the switch fabric such
that the second module associated with the first stage of
the switch fabric sends the third appended data packet to
a second module associated with the second stage of the
switch fabric based on the second destination identifier.

8. A non-transitory processor readable medium storing
code representing instructions to be executed by a processor,
the code comprising code to cause the processor to:

receive, from an edge device, a first data packet including a

first header and a second header, the second header
having been appended to the first data packet by the edge
device based on the first header;

send the first data packet to a module associated with a

stage of a switch fabric based on the second header such
that the first data packet is routed to a peripheral device,
at least a portion of a route to the peripheral device after
the stage of the switch fabric determined based on the
second header, the module associated with the stage of
the switch fabric being from a plurality of modules asso-
ciated with the stage of the switch fabric; and

receive, from the edge device, a second data packet includ-

ing a third header and a fourth header, the fourth header,
having been appended to the second data packet b the
edge device based on the third header such that the
second data packet is routed to the peripheral device via
the module, associated with the stage of the switch fabric
and the portion of the route after the stage of the switch
fabric.

9. The non-transitory processor readable medium of claim
8, wherein the code to cause the processor to send the first data
packet based on the second header causes the first data packet
to be sent without parsing the first header.

10. The non-transitory processor readable medium of
claim 8, wherein the processor is a processor of a module of
a second stage of a switch fabric such that the first data packet
is received from the edge device via a module of a first stage
of the switch fabric.
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11. The non-transitory processor readable medium of
claim 8, wherein:
the processor is a processor of a module of a first stage of a
switch fabric;
the code to cause the processor to send the first data packet
is code to send the first data packet to a module of a
second stage of a switch fabric; and
a route from the module of the second stage of the switch
fabric to a module of a third stage of the switch fabric is
determined based on the second header.
12. A method, comprising:
assigning a destination port of an output module to a first
data packet based on at least one field in a first header of
the first data packet;
selecting a module associated with a first stage of a switch
fabric based on at least one field in the first header, the
module associated with the first stage being from a plu-
rality of modules associated with the first stage;
appending a second header to the first data packet to define
afirstappended data packet, the second header including
an identifier associated with the destination port of the
output module;
sending the first appended data packet to the module asso-
ciated with the first stage, the module associated with the
first stage configured to send the first appended data
packet to a module associated with a second stage of the
switch fabric based on the second header, the module
associated with the second stage being from a plurality
of modules associated with the second stage;
appending the second header to a second data packet to
define a second appended data packet based on a first
header of the second data packet having t e at least one
field of the first header of the first data packet, and such
the second appended data packet is routed to the module
associated with the second stage of the switch fabric.
13. The method of claim 12, wherein the selecting the
module associated with the first stage includes selecting the
module associated with the first stage based on at least one of
a destination MAC address, a destination IP address, a source
MAC address, a source IP address, or a transfer protocol.

10

35

22

14. The method of claim 12, wherein the switch fabric
includes at least three stages.

15. The method of claim 12, wherein the selecting the
module associated with the first stage includes selecting the
module associated with the first stage based on a result of a
hash function using as input at least one of a destination MAC
address, a destination IP address, a source MAC address, a
source [P address, or a transfer protocol.

16. The method of claim 12, wherein the module associated
with the first stage is configured to select the module associ-
ated with the second stage based on a result of a hash function
using as an input the identifier associated with the destination
port of the output module.

17. The method of claim 12, wherein the second header of
the second data packet includes an identifier associated with
the destination port of the output module, the method further
comprising:

assigning the destination port of the output module to the

second data packet based on at least one field in the first
header of the second data packet;

selecting the module associated with the first stage of the

switch fabric based on atleast one of the fields in the first
header of the second data packet; and

sending the second appended data packet to the module

associated with the first stage, the module associated
with the first stage configured to send the second
appended data packet to the module associated with the
second stage of the switch fabric based on the second
header of the second appended data packet.

18. The method of claim 12, wherein the assigning includes
assigning the destination port of the first output module based
on a MAC address of a server operatively coupled to the
destination port of the first output module.

19. The method of claim 12, wherein the sending the first
appended data packet includes sending (1) a data portion of
the first appended data packet, (2) the first header, and (3) the
second header to the module associated with the first stage.
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